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Abstract – 

Now a day a serious business and other types of transaction are being conducted over the Internet. Some 

secret information is send from one place to other via Internet .We required some kind of security for our data so that 

intruder cannot capture the data and miss use. Using this proposed method we hide the data and send to receiver using 

encrypted image .Using this method we provide more security to our data instead of just hiding the data, first encrypt it 

and then hide. One more advantage of this method is if we compress the image because of limited channel resources by 

channel provider it will not affect our hide data .With encrypted image also we can transfer the important image . So 

two way use this method to send the data and to send the image both in secure manner. In the first phase, a sender 

encrypts the original uncompressed image using an encryption key. Then, a data-hider encrypts the data and may 

compress the least significant bits of the encrypted image using a data-hiding key to create a sparse space to 

accommodate some additional data. With an encrypted image containing additional data, if a receiver has the data-

hiding key, he can extract the additional data though he does not know the image content. If the receiver has the 

encryption key, he can decrypt the received data to obtain an image similar to the original one, but cannot extract the 

additional data. If the receiver has both the data-hiding key and the encryption key, he can extract the additional data 

and recover the original content without any error .The limitation of this method is that additional data is not too large. 

Still with these limitations in recent years, signal processing in the encrypted domain has attracted considerable 

research interest. 

 

Key words-Data Encryption, Image Encryption, Separable Reversible Data Hiding.   
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I INTRODUCTION 

For privacy protection of the data, encryption converts the ordinary signal into 

unintelligible data, so that the traditional signal processing usually takes place before encryption 

or after decryption. a channel provider without any knowledge of the cryptographic key may 

tend to compress  the encrypted data due to the limited channel resource. While an encrypted 

image can be compressed with a lossless manner [3,4]. To encrypt the image AES algorithm can 

be used because AES based on 128-bit blocks, with 128-bit a key which removes the weakness 

in DES. This algorithm gives the lot of flexibility and security to the implementers. It also stands 

up well against cryptanalysis attack. Also this algorithm works well with modern processors.[ 

17]. 

In [5] Author presented the lossy compression method .There are different methods for 

data hiding in encrypted domain. In a buyer–seller watermarking protocol [6], the seller of digital 

multimedia product encrypts the original data using a public key, and then permutes and embeds 

an encrypted fingerprint provided by the buyer in the encrypted domain. After decryption with a 

private key, the buyer can obtain a watermarked product. This protocol ensures that the seller 

cannot know the buyer’s watermarked version while the buyer cannot know the original version. 

In [7] author presents the Okamoto-Uchiyama encryption method for fingerprinting which will 

improves the enciphering rate. In data-hiding and encryption schemes, a part of cover data is 

used to carry the additional message and the rest of the data are encrypted, so that both the 

copyright and the privacy can be protected. For example [8-9], In [10], the content owner 

encrypts the signs of host DCT coefficients and each content-user uses a different key to decrypt 

only a subset of the coefficients, so that a series of versions containing different fingerprints are 

generated for the users. The reversible data hiding in encrypted image is investigated in 

[11].Figure.1 shows the sketch of scheme which is represented in [11]. In this scheme, the data 

extraction is not separable from the content decryption. In other words, the additional data must 

be extracted from the decrypted image, so that the principal content of original image is revealed 

before data extraction, and, if someone has the data-hiding key but not the encryption key, he 

cannot extract any information from the encrypted image containing additional data. Most of the 
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work on reversible data hiding focuses on the data embedding/extracting on the plain spatial 

domain [12-16]. 

 

Figure.1.Sketch of non-separable reversible data hiding in encrypted image 

 

II. PROPOSED SCHEME 

The proposed scheme is made up of image encryption, data encryption, data embedding 

and data extraction/image-recovery phases [1]. The sender encrypts the original uncompressed 

image using an encryption key to produce an encrypted image. Then, the data-hider compresses 

the least significant bits (LSB) of the encrypted image using a data-hiding key to create a sparse 

space to accommodate the additional data. At the receiver side, the data embedded in the created 

space can be easily retrieved from the encrypted image containing additional data according to 

the data-hiding key and using encryption key get the original data. Since the data embedding 

only affects the LSB, a decryption with the encryption key can result in an image similar to the 

original version. When using both of the encryption and data-hiding keys, the embedded 

additional data can be successfully extracted and the original image can be recovered. Figure. 2 

show the three cases at the receiver side which shows the proposed separable scheme.   
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A. Image Encryption and Data Encryption. 

B. Assume the original image of size  N1×N2 is in uncompressed format and each pixel 

with gray value falling into [0, 255] which is represented by 8 bits. Denote the bits of a pixel 

as bi,j,0 ,bi,j,1,……,bi,j,7 where 1≤ i ≤ N1 and 1≤ j ≤ N2, the gray value as Pi,j, and the number of 

pixels as N(N= N1×N2 ) [1]. That implies 

 

    u=0,1,…,7                                    (1) 

 

And 

 

                                                        (2) 

 

 

 

 

Figure. 2 Three cases at receiver side of the proposed separable scheme. 

 

In image encryption phase in this paper we are using standard AES algorithm to encrypt 

the original image [17]. Before the data is embedded in encrypted image give more security to 
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data using encryption. To encrypt the data twelve square substitution cipher algorithm can be 

used which include alphabets as well as numerals and special characters. In this algorithm first 

create the six 5 by 5 matrices arrange in square which contain only the alphabets (usually 

omitting "Q" to reduce the alphabet to fit into the square) and another six 6 by 7 matrices 

arranged in squares for digits and special characters and remaining six square contain. The 

twelve-square cipher encrypts alphabets, digits and special characters and thus is less susceptible 

to frequency analysis attacks [2].  

 

C. Data Embedding 

In this phase, some parameters are embedded into a small number of encrypted pixels, 

and the LSB of the other encrypted pixels are compressed to create a space for accommodating 

the additional data and the original data at the positions occupied by the parameters.  The 

detailed procedure which is presented in [11, 1] as follows. 

According to a data-hiding key, the data-hider selects NP encrypted pixels that will be 

used to carry the parameters for data hiding. Here, NP is a small positive integer, for example, 

NP =20. The other (N-NP) encrypted pixels are pseudo-randomly permuted and divided into a 

number of groups, each of which contains L pixels. For each pixel-group, collect the M least 

significant bits of the pixels, and denote them as B(k,1),B(k,2),….,B(k,M . L) Where k is a group 

index within [1, (N-NP)/L] and M is a positive integer less than 5. The data-hider also generates a 

matrix G sized (M.L-S) × M.L  which is composed of two parts 

                                                                    (3) 

 

While the left part is an (M.L-S) × (M.L-S) identity matrix, the right part Q sized(M.L-S)×S is a 

pseudo-random binary matrix derived from the data-hiding key. Here, S is a small positive 

integer. Then, embed the values of the parameters M, L and S into the LSB of NP selected 

encrypted pixels. For the example of  Np=20 , the data-hider may represent the values of M,L 

and S as 2, 14 and 4 bits, respectively, and replace the LSB of selected encrypted pixels with the 

20 bits. 

In the following, a total of (N-NP).S/L bits made up of NP original LSB of selected 

encrypted pixels and (N-NP).S/L –NP additional bits will be embedded into the pixel groups. For 

each group, calculate 
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    =G.                              (4) 

 

B(k,1),B(k,2),….,B(k,M . L)  are compressed as (M.L-S)  bits, and a sparse space is therefore 

available for data accommodation. Let  [ B’(k,M . L-S+1) , B’(k,M . L-S+2), B’(k,M . L-S+2)…. 

B ’(k,M . L) of each group be the original LSB and additional data to be embedded. Then, replace 

the [B(k,1),B(k,2),….,B(k,M . L) ]  with the new  [ B’(k,1), B’(k,2),….,B’(k,M . L) ] and put 

them into their original positions. the (8-M) most significant bits (MSB) of encrypted pixels are 

kept unchanged. Since S bits are embedded into each pixel-group, the total (N-NP).S/L bits can 

be accommodated in all groups. 

 

C .Data Extraction And Image Recovery 

 

According to the Figure.2 at a receiver side there are three different cases. In first case 

with an encrypted image containing embedded data, if the receiver has only the data-hiding key 

get the embedded parameters and get the  extracted bits but in encrypted version. To get the 

original data he should know the data encryption key [2]. Any attacker without the data-hiding 

key cannot obtain the parameter values and the pixel-groups, therefore cannot extract the 

embedded data. Using the data hiding key the receiver  successfully extract the embedded data, 

but cannot get any information about the original image content. In the second case the receiver 

has the encryption key but does not know the data-hiding key. Clearly, cannot obtain the values 

of parameters and cannot extract the embedded data. But, the original image content can be 

roughly recovered by decrypting the image. And finally in the third case if the receiver has all 

the keys that is image encryption, data encryption, data hiding key he will get the original data as 

well as original image.  
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III CONCLUSION AND FUTURE WORK 

In this paper we discussed separable reversible data hiding in encrypted image, which 

consists of image encryption, data encryption data embedding and data-extraction/image-

recovery phases.  In the first phase, the content owner encrypts the original uncompressed image 

using an encryption key. Although a data-hider does not know the original content, data hider 

can compress the least significant bits of the encrypted image using a data-hiding key to create a 

sparse space to accommodate the additional encrypted data. The receiver may extract the 

additional data using only the data-hiding key. When the receiver has both of the keys, can 

extract the additional data and recover the original content without any error. In this paper we 

consider lossless compression of image. According to the proposed method which is used in this 

paper when we change the parameters in embedded phase expected result of PSNR in decrypted 

image can change. In the future, a image encryption and data hiding compatible with lossy 

compression deserves further investigation. 
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